MeToanyeckre peKOMeHAaUum 0 pasMeLeHMN Ha NHPOPMALMOHHBIX CTeHAaX,
ouLManbHbIX MHTepHeT-caliTax v Apyrux MHHopMaLMOHHbIX pecypcax
obuieobpasoBaTe/ibHbIX OpraHM3auuini 1 OpraHoB, OCYLLLECTBASAOWMX yrpaBneHne B cgepe

o6pas3oBaHus, UHhopMaLum o 6e30MacHOM NMOBeAEHUN U UCMO/Ib30BAHUN CETU «/IHTEPHET»

Jkcneptamn M yneHamn BpemeHHOW Komwmccum CoseTa Defepauymm Mo pasBUTUIO
MH(OPMaLMOHHOI0 06LWecTBa B pamKaxX BbIMOJIHEHUS PeKOMeHAauuii  napnaMeHTCKUX
CNyWaHnin «AKTyanbHble BOMpPOCbl o06ecnevyeHnss 6e30MacHOCTM W pa3BUTUA feTell B
NH(OPMaLVOHHOM MPOCTPaHCTBe», KoTopble npowwnn B Coeete ®epepaunn 17 anpensd 2017 r.,
Oblnv  pa3paboTaHbl METOAUYECKME PEeKOMEeHZAauuW O pasMeLLeHMM Ha MHMHOPMAaLMOHHbBIX
CTeHAax, OoduuManbHbIX  MHTEPHEeT-caTax W Apyrux  MHMOPMaLMOHHBLIX  pecypcax
06uleobpasoBaTeflbHbIX OpraHM3aUuii M OpraHoB, OCYLLECTBAAIOLWINX YhpaBneHne B chepe
obpasoBaHusi, MH(oOpMauuM o 6e30nacHOM MOBEAEHUU W WUCMOMb30BaHUU CETU «VHTepHeT»
(manee - meToaMYeCKME peKOMeHAALMNN).

MeTofMyecKne pekoMeHauuy Harpas/ieHbl Ha KayeCTBEHHOE [MOBbILIEHMNE YPOBHS
NHDOPMALMOHHON  feATeNbHOCTM  06ue0bpa3oBaTeNbHbIX — OpraHuM3auuMii UM OpraHos,
OCYLLECTB/IAIOLNX YNpaB/ieHne B cihepe 06pa3oBaHNsA, B YaCTU MH(OPMUPOBAHUA YYaLLUXCH, UX
poamuTeneli (3aKOHHbIX NpeAcTaBuTeNnein) 1 negarormyeckmnx paboTHMKOB 06 OCHOBHbIX acnekTax
NHHOPMaLMOHHOM 6e30MacHOCTM.

MeTofnyeckme pekoMeHZauum no3BonsT 00Lle06pa3oBaTe/ibHbIM  OpraHu3aunam u
opraHam, OCYLUECTBNAIOWMM ynpasneHne B ciepe 00pa3oBaHWA, aKTyalmsnposaTb YiKe
NCMoNb3yeMble U pasMeLLleHHble MHOPMaLMOHHbIe MaTepuanbl, Tak ¥ MOAFOTOBUTL UX B Cly4ae
NX OTCYTCTBUA C YYETOM NyYLINX MNPaKTUK U PEKOMEHAALIA.

B paMkax MeToAnyecKnx peKomeHaaumin paccmMaTprBatoTCa crefytoLmne NHCTPYMEHTbI:

1. MH(OpMaLMOHHbIE CTEHAbI;

2. ohmumanbHble MHTEPHET-pecypchl;

3. cpeacTBa MaccoBOV MHGopmauun (LUKOMbHbIE Fa3eTbl, Nefarormyeckme n3gaHus
n apyrue).

VHhopmaLoHHble CTeHAbI
Ha  uHdOpMauMoHHbIX  CTeHJax B 06Weo6pa3oBaTe/lbHbIX — OpraHu3auusx,
PacnofioXKeHHbIX B (hoile YyupexaeHuid U B KabWMHETaxX, OCHalleHHbIX MepcoHanbHbIMM

YCTPOWCTBaMU [N15 BbIXOAA B CETb «VIHTEPHET», PEKOMEHYETCS Pa3MeCTUTb UH(OPMALMOHHbIE



NnamMsTKK1, COAepXKaliue OCHOBHbIE COBETbI MO 06ecrneyeHnto MH(HOPMaLMOHHON 6e30nacHOCTU
yyaLimxcs.

B npunoxeHun Noel K MeTOAMYECKMM peKOMeHAauusM MpeacTas/ieH o6pasel, MamaTKu

ANs pasMeLLeHns Ha MHDOPMALMOHHBIX CTeHAAX.

CpeacTBa MaccoBoi MHopmaLum

B cpegctBax  MaccoBoW  MHGOpMauMKM, OPUEHTMPOBAaHHbLIX Ha  obyuvarowmxcs,
PEKOMEHYeTCA B TeyeHWM Yy4yebHOro roga perynspHo ny6/11MkoBaTb WHHPOPMaLNOHHbIE
mMaTtepuasibl, NOCBALLEHHbIE OTAE/IbHbIM acrnekTaM WHHOPMALMOHHON 6e30MacHOCTU, a TakXXe
pa3nyHble NamMATKM 06LLEero xapakrepa.

B cpeactBax MaccoBoW  MH(OPMALMK, OPWMEHTMPOBAHHBLIX Ha MNefarormyeckyto
06LLEeCTBEHHOCTb, PEKOMEHAYETCA B TEYEHUW KaneHapHOro rofa perynspHo ny6iukosatb
WH(OPMALMOHHbIE  MaTepuasbl, MOCBALWEHHbIE OTAeNbHbIM acrekTam WH(OPMaLVOHHON
6€30NacHOCTN KaK HeCOBEPLUEHHONETHMX, TaK 1 06LLe06pa3oBaTeibHbIX OpraHM3auunii, a Takke
pasninyHble NamAaTKY, 0630pbl HOPMATWMBHO-MPABOBOrO PEry/svpoBaHUA [aHHON cdepbl U
MH(OPMaLMIO 0 aKTyaslbHbIX MEPONPUATUAX U COObITUSAX B JaHHON Cepe.

B xome nposepeHvns EpuvHOro ypoka no 6e3onacHocT B ceTn  «/HTepHeT»
peKkomMeHAyeTcs 06ecneyunTb BbIMYCK TEMaTUYECKOro BbliMycKa CpeLCcTBa MacCoBOW UHopMaLmm
nméo cepumn ny6/ivKauuu, Cpean KOTOPbIX PacCMOTPETb OPraHU30BaHHbIE MeponpuATUA A/is

obyvyalouxcs, WX  poauTenei  (3aKOHHbIX  MpeAcTaBuTenein) M MNegarornmyeckor
00LLEeCTBEHHOCTN.

OdwmumancHble NHTepHeT-pecypehl
O6LeobpasoBaTe/ibHbIM — OpraHM3aumMam  pPeKOMeHAYeTCcs Ha CBOMX  O(muManbHbIX
WHTepHeT-pecypcax obecneunTb (hYHKLMOHUpPOBaHUe CaMOCTOATE/IbHOr 0 7
cneyvannsnmpoBaHHoro pasgen «WHhopmaunmoHHas 6e30nacHOCTb», B paMKax KOTOporo

NpeLyCcMOTPETb pas3MeLLeHNe cneayroLLein nHhopMaumu:

No Pasgen/nogpasgen dopmaTt Cofep>xaHue maTtepuanos
npegcTas/ieHNs
maTepuanos
1. JlokanbHble HOPMATUBHbIE Konuu foKyMeHTOB B Pa3mMeLLaloTcst KOnum
aKTbl B chepe obecneyeHus (opmate *PDF [LOKYMEHTOB, T.6. CKAHUPOBaHHbI
MHHOPMALMOHHOM BapuaHT JOKYMEHTa,
6e3onacHoCTK

COOTBETCTBYHLL NI TPEBGOBAHMSAM



o6yvalmoLmxcs K MmapaMeTpam CKaHWPOBaHWS.
Pa3meLaioTcs JOKYMEHTHI,
pernameHTupytowmne
opraHu3auuto n paboTty ¢
nepcoHanbHbIMN AaHHbIMU,
nnaHbl MEPONPUATWIA MO
06ecneyeHmnto NHPOPMALMOHHOW
6e30MacHOCTM 06YyYatoLLMXCS U

apyrue.
2. HopmatunsHoe Konuu fokymeHTOB B TMy6/IMKYOTCS aKTyasbHble
perynuposaHue (hopmate *PDF cBefeHus 06 egepancHbIX U

PermoHanbHbIX 3aKOHaX, MUCbMax
OpraHoB BNacTu u apyrue
HOpPMaTMBHO-MPaBOBbIe
[LOKYMEHTbI, perfiaMeHTupytoLme
obecrneyeHme NHHOPMAaLMOHHO
6e30MacHoOCTM
HecoBepLUEHHOIETHNX.
[JonyckaeTcs BMECTO KOMNWiA
pasMeLLaTb rmnepcebiikn Ha
COOTBETCTBYHOLLMNE LOKYMEHTbI Ha
caliTax opraHoB rocyapCTBeHHOM
B/1ACTW.
3. [Meparornyeckum TeKcT Ha cTpaHuue PasmellaloTca MeToagmyeckme
paboTHMKam canta peKoMeHJaunn 1 yKasblBaeTcs
Konvn JOKYMEeHTOB B MH(OpMaLmMs 0 MeponpuaTusXx,
thopmate *PDF NnpoekTax 1 nporpammax,
HanpaBieHHbIX Ha NOBbILLEHNE
NH(OPMALMOHHON rPaMOTHOCTM
nefarormyecknx paboTHMKOB.
4.  Ob6yuvaroummcs TeKCT Ha cTpaHuue Pa3melyaetca MHOpMaLMOHHan
cainTa namaTka (npmnoxxeHune Ne2) n
yKa3blBaeTcsi MHMopmauums o
MeponpuATUAX, NPOEKTax u
nporpaMmMax, Harpas/IeHHbIX Ha
NOBbILLIEHNE NH(POPMALMOHHO
rpaMoTHOCTU 06yYatoLLMXCS.

5 Poautenam (3aKOHHbIM TeKCT Ha cTpaHuue Pa3meLyaeTcs MHDOPMaLMOHHASA
npeAcTaBuUTeNAM) canTta namaTka (npunoxeHue Ne3).
obyyvatoLymxcs

6. [eTckue 6e3onacHble caiiTbl  TEeKCT Ha CTpaHuLe Pa3mewlaetca nHhopmaums o

canta PEKOMEHYEMbIX K

NCMOo/b30BaHNIO B Y4e6HOM
npouecce 6e30MacHbIX caiTax,
6aHHepbl 6e30NacHbIX AETCKUX
calToB.

OpraHam, OCYLLEeCTBAAKLLMM ynpaBneHne B ctepe 06pa3oBaHUs, PEKOMEHAYeTcs Ha

CBOMX OohmumanbHbIX IHTEpHeT-pecypcax 06ecneunTb (yHKLMOHMPOBAHME CaMOCTOSTENIbHOrO

W cneumanmsnpoBaHHOro pasgen «VH(opMaLnoHHas 6e30MacHOCTb», B pamMKax KOTOpOro

NpeLycMOTPEeTb pa3MeLleHne CreaytoLeil MHpopmaLmu:



MpunoxeHne Nel. MamaTka 4nsa obydarowmxes 06 MHGoOpMaLMOHHOMW 6e30NacHOCTU feTel

HEJ1b34

1

Bcem noapsa coobulaTb CBOK YacTHYH WHGopMauuio (HacToswme ums, Gamunuio,
TeneoH, agpec, HOMep LUKO/IbI, & Takxe (hoTorpaumn cBou, CBOel CeMbU U py3ei);

2. OTKpbIBaTb BNOXEHHbIE (alinbl 31EKTPOHHOM NOYTbI, KOrAa He 3Haellb OTNpaBUTeNs;

3. [pybuTs, NpuanpaThbCs, 0KasblBaTb AaB/ieHNe — BECTU Ce65 HEBEX/IMBO U arPeCCUBHO;

4. He pacnopsbkaiica aeHbramm TBOE cemMbu 0e3 paspelleHus CcTaplumMx - Bcerpa
cnpalwumBain pogutenei;

5. He BcTpeuvaiica Cc VIHTEpPHET-3HAKOMbIMW B peaslbHOW XXWM3HU - MOCOBETYWCA CO
B3pOC/IbIM, KOTOPOMY [OBEPSieLLb.

OCTOPOXHO

1 He Bce nuwyT npasgy. YuTaewsb 0 cebe Henpasgy B MHTepHeTe — coobwyn 06 3TOM
CBOVIM POAUTENAM WA OMEKyHaMm;

2. [MpurnawaroT nepenuncbiBaTbCs, Urpatb, 06MeHNBaTLCA - NMPOBEPb, HET NI NOLBOXA,;

3. HesakoHHOe KonupoBaHue (aiinoB B IHTepHeTe - BOPOBCTBO;

4. Bcerja pacckasbiBail B3poC/ibiM 0 Npo6ieMax B CETU - OHW BCerga nomoryT;

5 Wcnonb3ylh HaCTpPOWKM 6e30MacHOCTM M NPUBATHOCTM, 4YTOObI He MOTEPATH CBOU
aKKayHTbl B COLCETSAX W LpYruX nopranax.

MOXXHO

1 YBaxai opyrux nonb3oBaTenei;

2. Monb3ayelbcs MHTEPHET-UCTOYHUKOM - [I€Nail CCbISIKY Ha HEro;

3. OTKpbIBail TONbKO Te CCbI/IKA, B KOTOPbIX YBEPEH;

4. O6uwarbca 3a MOMOLLbIO B3POC/bIM - POAWUTENN, OMNEeKyHbl M afMUHUCTpaLUA caiiToB
Bcerga nomMoryT;

5. Mpoigm obyyeHue Ha caliTe «CeTeBUYOK» 1 NOMYyYM NacrnopT LUMPOBOro rpaxaaHnHa!



MpunoxeHue Ne2. MHpopmayMoHHaa naMAaTKa 4na obyyarowmxesa 4na pasmeLleHns Ha
ohuumnanbHbIX MHTEpHET-pecypcax

C KaX/bIM rofjloM MONOAEXW B MHTEPHETe CTAHOBUTLCS 6GO/bLUE, a LWKOMbHUKN OAHMN 13
cambIX aKTWBHbIX MNofb3oBaTeneid PyHeTa. Mexay Tem, MOMWMO OFPOMHOIO KOAMYecTBa

BO3MOXHOCTEW, MHTEPHET HeceT U Npob6sieMbl. JTa NaMATKa JO/MKHA NOMOYb Tebe 6e30nacHo
Haxo4MTbLCA B CETU.

KomnbloTepHble BUPYChI

KOMNblOTEpHbIA  BUPYC -  3TO  Pa3HOBMAHOCTb  KOMMbHOTEPHLIX  MpOrpamm,
OTNNYNTENbHOW  OCOGEHHOCTbID  KOTOPOW  SBMSIETCA  CMOCOBHOCTb K PasMHOXEHWO. B
LOMOSIHEHNE K 3TOMY, BMPYCbl MOTYT MOBPEAWTb UM MOMHOCTbI0 YHUUTOXWUTL BCE (haiinibl 1
[aHHble, NMOLKOHTPO/bHbIE MONb30BaTENO, OT MMEHW KOTOPOro 6blna 3anylyeHa 3apaXEHHas
nporpammMa, a Take MOBPEAWUTb WM AAXKE YHUUTOXMTb OMEepaLMOHHYH CUCTEMY CO BCEMMU
(haiinamm B LenoM. B 60/bLIMHCTBE ClyYaeB PacrnpoCTPaHATCS BUPYChl Yepe3 NHTEPHET.

MeTogpl 3aWMTbl OT BPEAOHOCHbIX NPOrpaMm:

1 Wcnonb3yii COBPEMEHHbIE OMepaLMOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alWmnTbl OT BPEAOHOCHbIX MPOrpamm;

2. TlocTOfHHO YycTaHaBnMBaW Mayty (LUgpoBble 3annaTku, KOTOpble aBTOMaTUYeCKu
YCTaHaBNMBAKOTCS C LENbH A0pabTKM Mporpammbl) M Apyrne 0GHOBNEHUS CBOEN
onepawlMoHHON cuctembl. CKaumBail UX TOMbKO C 0MLManbHOrO calita pa3paboTumka
OC. Ecnu cyLecTBYeT peXKMm aBTOMaTUYeCKOro 06HOBEHNSA, BK/IKOYM €rO;

3. Pab6oTali Ha CBOEM KOMMbOTEPe MOA NpaBaMu MONb30BaTeNs, a He afMUHUCTpaTopa.
3T0 He NO3BONUT OGOMLLUMHCTBY BPEAOHOCHbLIX MPOrpaMM WHCTaNIMPOBaTbCA Ha
TBOEM MepCOHa/IbLHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBMPYCHbIE MNPOrpaMMHbIE MPOAYKTbI U3BECTHbLIX MPOV3BOAUTENEN, C
aBTOMaTMyeCcKUM 06HOBMIEHNEM 6a3;

5. OrpaHnyb (M3NYECKNl JOCTYN K KOMMNbIOTEPY A8 MOCTOPOHHMUX NINL;

6. Vcnonb3yli BHELWIHME HOCMTENN UH(OPMALMK, Takne Kak dieLlka, AUCK unn gaiin us
NHTEpHeTa, TONbKO 13 NPoepeHHbIX NCTOUYHUKOB,;

7. He oTKpbiBali KOMMbIOTEPHbIE (haiifibl, MONYYEHHbIE U3 HEHAAEXHbIX WCTOUYHMKOB.

Ldaxe Te (haiinbl, KOTOpble Mpucnan TBOW 3HAKOMbIA. Jlydlle YTOYHW Y HEro,
OTMPaBnsAN N OH Tebe ux.

CeTun WI-FI

Wi-Fi - 3T0 He Bu[, nepefayv faHHbIX, HE TEXHONOTUSA, a BCero imb 6peHsa, mapka. Euwe
B 1991 rogy HuAepnaHAckas KomnaHus 3apeructpuposana 6peHf «WECA», uto 0603Ha4ano
cnosocoyeTaHne «Wireless Fidelity», koTopbIlii nepeBOAMTCA KaK «6eCcnpoBOAHaA TOYHOCTb.

[o Hawero BpemeHW fgolwina Aapyras abbpeBmaTypa, KOTOpasi ABNAETCS TaKOWh ke
TexHonoruein. 1o abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe ObIN0 4aHO C HAMEKOM Ha CTaHaapT
BbICLUMI 3BYKOBOWN TeXHUKMN Hi-Fi, 4TO B NepeBoje 03Ha4YaeT «BbICOKAs TOYHOCTbY.

[a, 6ecnnatHbli MHTEPHET-AOCTYN B Kage, OTENAX M a3pornopTax ABAAETCA OT/IMYHOM

BO3MOXHOCTbH) BbIX0/la B UHTEPHET. HO MHOrMe 3KCMepThbl CUMTAOT, UTO 06LLeaoCTyNHbIe Wi-
Fi ceTn He ABns0TCA 6€30NacHbLIMU,

CoBeTbl N0 6e30nacHOCTU paboTe B 06LWeA0CTYNHbIX ceTax Wi-fi:



He nepefaBali CBOK /IMYHYIO MH(oOpMauuio 4vepes obuiepocTynHble Wi-Fi cetw.
PaboTasd B HWX, XXenaTe/lbHO He BBOAMTb Maposiiv A0CTyna, JIOTUHbI U Kakue-To
HOMepa;

Wcnonb3yit 1 06HOBNAK aHTUBMPYCHbIE NporpaMMmbl U GpaHamayep. Tem cambiM Thbl
o6e3onacuLlb ceba 0T 3aKayukun BMpyca Ha TBOe YCTPOMCTBO;

Mpu wncnonb3oBaHun Wi-Fi oTkaoun gyHkumMio «O6Wwuii goctyn K arinam w
npuHTepam». JaHHad (YHKUMA 3akpbiTa MO0 YMONYaHUIO, OfHAKO HeKoTopble
nonb3oBaTeNn aKTMBUPYIOT eé Ans ya06CTBa MCNoMNb30BaHWA B paboTe nnm yyeobe;

He ncnonb3yin ny6onuunbii WI-FI gnsa nepefayn NM4YHbIX AaHHbLIX, Hanpumep Ans
BbIX0/a B COLMaIbHbIE CETU UAWN B 3NIEKTPOHHYHO MOYTY;

Mnonb3yil ToNbKO 3aliulieHHOoe coeauHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-afpeca BBOAN UMEHHO «https://»;

B Mmo6unbHOM  TenethoHe  OTKMOUM  (DyHKUMIO  «lMogkntoyveHne K - Wi-Fi

aBTOMaTU4eCKn». He gonyckali aBTOMaTMyYeCKOro NOAKMYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B Hallly >XW3Hb, MHOTUE NIOAN PabOTalOT U XKUBYT
TaM MOCTOSIHHO, a B Facebook yxxe 3aperncTpupoBaH MWUNANAP[ Ye/loBeK, YTO SBNSETCS OfHOIA
CelbMO BCeX >XXuTeneli nnaHeTbl. MHOrMe MoNb3oBaTENM HE MOHMMAIOT, YTO WMH(OopMaLMs,

pasMeLLeHHast UMW B COLMA/IbHbIX CETSX, MOXET ObiTb HalifieHa 1 1CMO0/b30BaHa KeM YroAHO, B
TOM ymcne He 0653aTeIbHO C 61arMnM HaMepeHNsIMU.

OCHOBHbI€ COBeThI N0 6e30MacHOCTU B counanbHbIX CETAX:

1

OrpaHnyb COWUCOK fapy3eii. Y Tebs B APY3bSX He AO/MKHO ObiTb CAy4yaliHbIX K
He3HaKOMbIX NIIOAEN;

3awuiain cBoK 4YaCTHYH XM3Hb. He ykasbiBaii naponv, TeneoHbl, agpeca, gaTty
TBOEr0 POXAEHWUA W [PYTYH NUYHYI0 WH(POPMaLMo. 310YMbILNEHHUKN MOTYT
MCMOoMb30BaTh AaXe MH(POPMaLuid O TOM, KakK Tbl M TBOW POAMTENU NiaHupyete
MPOBECTU KaHWUKY/bl;

3aluMuiaii cBOKO penyTauuio - AepXXuU ee B YNCTOTE M 3ajaBaii cebe BONpoc: XoTes 6bl
Tbl, 4TOObI Apyrve nonb3oBaTenn BUAENWU, YTO Tbl 3arpyxaewb? Mogymain, npexge
4yeM YTO-TO ONy6/IMKOBaTb, HANUCaTb U 3arpy3nThb;

Ecnn Tbl roBOpULWb C NHOABMW, KOTOPbIX HE 3Haelb, He WUCMOMb3yl CBOE peasibHOe
UMA N APYTYHO JINYHYKO WH(OPMaLUnU: MMS, MECTO >XXMTENbCTBa, MECTO Yy4yebbl u
npoyee;

WN3beraii pasmewieHuns gotorpaduii B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTH,
Mo KOTOPOIM MOXHO ONpefennTb TBOE MECTOMOJIOXKEHUE;

Mpu pernucTpaymm B COLManbHOM CeTU HEOOXOAUMO UCMONb30BaTh CIOXKHbLIE NApon,
cocTosLwme U3 6yKB U LUGpP 1 ¢ KONMYECTBOM 3HAKOB He MeHee 8;

[na counanbHOM ceTn, NOYTbI U APYrMX CalTOB HEOOXOAMMO MCNONbL30BaTb pPasHble

naponu. Torga ecnu Te6s B3NOMAtOT, TO 3/10YMbILLIEHHWUKX NOMTyYaT A0CTYN TO/MbKO
K OLHOMY MECTY, a He BO BCE Cpasy.

ONEKTPOHHLIE AEHLIN

ONEKTPOHHbIE AEHbIN — 3TO OYEeHb YAOOHbLIA CNOCO6 MnaTeXxei, OAHAKO CYLLECTBYHOT
MOLLEHHWUKWN, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIN.

ONIeKTPOHHble [AeHbrM MOABWUINCL COBCEM HeAaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocyfapcteax Ao CUX nop He nponuncaHo npo HMUX B 3aKOHax.


https://%c2%bb

B Poccum Xe OHWM (YHKLMOHMPYIOT M O HUX YXKe NPOMUCaHO B 3aKOHe, e MX
pasfensatoT Ha HeCKONbKO BWAOB - aHOHWMHblE W He aHOHWUMHbIE. PasHuMua B TOM, 4TO
aHOHWMHble - 3TO Te, B KOTOPbIX paspellaeTcs MPOBOAWTbL onepauuyn 6e3 naeHTUDMKaLUM
nonb3oBaTens, a B HEaHOHUMHbIX UAEHTUDMKALMKN NONb30BaTeNs ABASETCA 0653aTeNbHONA.

Takxke cfeflyeT pasninyaTb 3NEKTPOHHble (UaTHble AeHbrM (paBHbl rOCYAapCTBEHHbLIM
Ba/IHOTaM) U 3/1EKTPOHHbIE HE(MAaTHbIE AeHbIM (He paBHbI FOCYAapCTBEHHbLIM BasllOTaMm).

OCHOBHbIe cOBeTbI M0 6e30MacHol paboTe ¢ 3NeKTPOHHLIMU feHbramu:

1 TIpuBSXM K CYETY MOOWNbHBIA TeneoH. ITO caMblii YAO0OHbIA U GbICTPbIA CNocob
BOCCTaHOBUTb [OCTYN K cyeTy. [puBS3aHHbIA Tene)oH MOMOXET, ecnu 3abyjaellb
CBOI NNaTeXHbIli Naponb UKW 3aiifellb Ha CainT C HE3HAKOMOI0 YCTPOICTBA;

2. Wcnonb3yin ofHopasoBble naponun. locne nepexofa Ha YCWIEHHYH) aBTOpPM3aLuio
Tebe y)Ke He By[eT yrpoXkaTb OMacHOCTb KPaXkn U/ Nepexsata MniaTeXxHoro naposns;

3. Bblbepu cnoxHblii naponb. [pecTynHukam OyfeT He MNpOCTO yrafatb CAOXHbIN
naponb. HagexHble naponnm — 3To naponn, KOTOpble COLEPXKaT He MeHee 8 3HaKoB U
BK/IIOYAOT B CeOA CTPOYHbIE W MPOMUCHblE OYKBbI, LUMPbLI U HECKONbKO CUMBOJIOB,
Takue Kak 3HaK gonnapa, (hyHTa, BOCKIMLaTe bHbIA 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM /INYHbIE AaHHbIe Ha cailTax, KOTOPbIM He JOBepseLLb.

JNeKTpOoHHasa noyTa

ANeKTPOHHas NoYTa — 3TO TEXHO/MOIMS U NPeAOCTaBNSEMbIE €0 YCAYTU MO NEPECHINKE 1
MONYYEHNIO 3MEKTPOHHbLIX COOOLLEHWIA, KOTOpble pacnpedenstoTcs B KOMMbHOTEPHOW CETW.
O6bIYHO  3M1IEKTPOHHbIA MOYTOBbIA  AWMK  BbIFNSAUT  CreAylowyMm  06pasoM:

MMS_MONb30BaTENA@UMS_foMeHa. Take KpoOMe Mepedayds MNpoOCTOro TeKCTa, MMeeTcs
BO3MOXXHOCTb MepefaBaTh (ainbl.

OCHOBHbIe COBeTbI M0 6e30nacHO paboTe C 31EKTPOHHOW MOYTOMN:

1 Hapo BbI6paTh NpaBWUbHBIA MOYTOBLIA CepBUC. B MHTEPHETE ecTb OrPOMHBbIA BbIGOP
6ecnniaTHbIX NOYTOBbLIX CEPBUCOB, OHAKO NyYlle [OBepPATb TeM, KOTO 3Haellb W KTO
nepBblil B PENTUHTE;

2. He ykasblBail B MYHOM NMOYTe MYHYIO MHGOpMauuo. Hanpumep, nydule BblopaTb
«MY3blKa/lbHbI_(haHaT@» nnn «pok2013» BMecTo «TeMal3»;

3. Vcnonb3yin AByXaTanHyto aBTopu3aumio. 3T0 Korga nomMvMo napons Hy>XHO BBOAWTb
KoA, npucbinaembliii no SMS;

4. Bblbepn CNOXHbIA naponib. [Ans KaXAOro NoYTOBOro flMKa A0/KeH 6biTb CBOM
HaeXHbI, YCTOMUYMBLIA K B310MY Napo/sib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3YIA 3Ty
BO3MOXHOCTb;

6. Vcnonb3yil HeCKOSIbKO MOYTOBLIX AWMKOB. [lepBblii ANf 4aCTHOW MNepenuckn ¢
afipecatamMu, KOTOpbIM Tbl [OBepsiellb. 3TO 3MEKTPOHHbIA afpec He Hajo
MCNONb30BaTh MpW perucTpaumm Ha hopymax u camtax;

7. He oTkpbiBalii (aiifnibl U Lpyrue BMOXEHWS B MUCbMax [LaXe ecny OHW Npuwwn ot
TBOUX ApYy3eid. Jlydlle YTOUHW Y HUX, OTNPaBAAIN N OHW Tebe 3T (hainbl;

8. Tocne okoH4YaHWA paboTbl Ha MOYTOBOM CepBUCE Mepes] 3aKpbiTMEM BKMaLKW C
CaiiTOM He 3aby/b HaXKaTb Ha «BbIATU».



KnGBPpOYNIMHT UK BUPTYyanbHOe N3aeBaTenbCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLLEHUAMU, COAEPXKALIMMKW  OCKOPO6AeHNMs,

arpeccuto, 3anyruaHue; XynuraHcTBO; COLManbHOe 6OMKOTMPOBAHWE C MOMOLLbI Pa3NNUHbIX
VHTEPHeT-CepBUCOB.

OCHOBHbI€e COBETbI N0 6opbbe ¢ KNGEPOYNITNHIOM:
1 He 6pocaiica B 60ii. Jlyuwimnini cnocob: NOCOBETOBATLCA Kak Cebf BECTW W, eCNu HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHayane YCMoKouTbCH. Ecnu Tbl HayHellb

0TBeYaTb OCKOPOGMEHUAMM Ha OCKOPOMeHUs, TO TOMIbKO ele 60Mblle PasoxOKellb
KOHM/IUKT;

YnpaBnsii CBOen KnbeppenyTauneil;

3. AHOHUMHOCTb B CeTU MHMMas. CyllecTBYHOT CNOcOo6bl BbIACHUTb, KTO CTOMT 3a
aHOHMMHbIM aKKayHTOM;

4. He cTOWT BECTU XYNUTAHCKNIA 06pa3 BUPTYaNbHON XWN3HWU. IHTEPHET PUKCUMPYET BCe
TBOMW AEACTBUSA N COXPaHAET NX. Y aanuTb MX OyaeT KpaiiHe 3aTPYyAHUTENbHO;

5. Cob6noaaii cBoii BUPTYyanbHYH YeCTb CMOJOAY;

6. WrHopupyin eauHuMYHbIA Heratme. OfHOpPa3oBble OCKOPO6UTENbHbIE COOOBLLEHMS
Nyulle urHopmposaTb. O6bIYHO arpeccus NpekpaLLaeTcs Ha HavyasbHOW cTaguu;

7. baH arpeccopa. B nporpammax 06mMeHa MFHOBEHHbIMUW COOGLLEHUSIMK, B COLMAbHbIX
ceTaX ecTb BO3MOXHOCTb OG/IOKMPOBKM OTMNPaBKM COOOLLEHNIA C OnNpeaeneHHbIX
afipecos;

8 Ecnm Tbl  cBugeTens KubepbynnuvHra. TBOW  [eWCTBMA:  BbICTYNUTb  NPOTUB
npecnefosatens, Mnokasatb eMy, 4YTO €ro [JeincTBUS OLEHUBAKOTCA HEeraTtuBHO,

nogaepXaTb >KepPTBY, KOTOPOW HyXKHa MCMXONOrMyeckas MOMOLLb, COOBLUTb
B3POC/bIM O (haKTe arpecCMBHOIO MOBEAEHUS B CETH.

o

Mo6unbHbIN TeneqoH

CoBpeMeHHble CMapTOHbl M MAaHWeTbl cogepXaT B ceGe BMOMHe B3POC/bli
(byHKLUMOHAN, W Tenepb OHM MOTYT KOHKYpPMPOBaTb CO CTaLMOHapHbIMU KOMMbOTEPaMM.
OpHako, cpefCcTB 3aliWTbl A1 NOA06HbLIX YCTPOCTB MOKa OYeHb Mano. TecTUpoBaHMe MU MOUCK

YA3BMMOCTEA B HUX MPOUCXOAWUT He TaK MHTEHCUBHO, Kak ans MK, To >e camoe KacaeTcs u
MOGUbHBIX NPUNOXKEHWIA.

CoBpeMeHHble MOGUNbHbIE 6pay3epb| YXKe MpakKTU4YeCKn AorHann HacToJ/ibHble aHaloru,

O[lHAaKO paclUMpeHne (YHKLMOHaNa BNe4yeT 3a COGO0M GOMbLUYH CMOXHOCTb U MEHbLLYHO
3aLLMLIEHHOCTb.

[laneko He Bce NPOM3BOAMTENN BbIMyCKAatOT OGHOBMEHUS, 3aKpblBatoLLMe KpUTUYECKMe
YS3BMMOCTU AN CBOMX YCTPOIACTB.

OCHOBHble COBeTbI N5 6e30MacHOCTY MOGW/BLHOIO TefledoHa:

1 Hwuuero He ABNseTCs Mo-HacToslleMy 6GecnnaTHbIM. Bylb OCTOPOXeEH, Bedb Korja
TeGe npefgnaratoT 6eCnNaTHbIi KOHTEHT, B HEM MOTYT GblTb CKPbITbl Kakue-TO
nnaTHbIE YCNYTK;

2. [ymaii, npexae yem otnpaBntb SMS, oTo nnn BMAeO. Thl TOYHO 3HaELLb, Fe OHK
O6yayT B KOHEYHOM UTore?

Heobxo4MMO0 06HOBNATL OMepaumoHHYI0 CUCTEMY TBOEro CMapT(oHa;
4. cnonb3yi aHTUBMPYCHbIE NPOrpaMMbl A8 MOOUbHbLIX TeNe(oHOB;

w



5. He 3arpy»ai NpunoXeHUs 0T HEN3BECTHOrO MCTOYHMKA, BEAb OHU MOTYT COAEPXKaTb
BPEAOHOCHOE MPOrpaMMHoe 0becneyeHme;

6. lMocne TOro Kak Tbl Bbllifellb C caiiTa, rae BBOAW JIMYHYKO WUH(OPMaLUKIO, 3aiiamn B
HacTPOliKKn bpay3epa u yaanu cookies;

7. Tepuoanyeckn NpoBepsin Kakne nnaTHble YCNYrn akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [laBain cBO HOMep MOOWALHOrO TenedioHa TOMbKO /HOASM, KOTOPbIX Thbl 3HaELlb U
KOMY A0BepsieLlb;

9. Bluetooth gomkeH ObITb BbIK/OYEH, KOrga Tbl MM He nonb3yewsbcs. He 3abbiBaii
MHOr a NpoBepsThH 3TO.

Online urpsbl

COBpEMEHHbIE  OHMAWH-UIPbl - 3TO KPacoYHble, 3axBaTblBalOLlME PA3BNEYEHMS,
06bEAMHSAIOLLME COTHM ThICAY YENOBEK MO BCEMY MUpY. VrpOKM MCCNeAytoT AaHHbIA UM Mup,
obLarTeca Apyr ¢ APYroM, BbIMOHAOT 33jaHUs, CPKAOTCA C MOHCTPaMU U MOAYYaT OMbIT.

3a y[0BONbCTBME OHWM NAATAT: MOKYNawT [AMCK, OMavynmBaloT aGOHEMEHT WAM NpuobpeTaloT
KaKune-To onuum.

Bce atu cpeactBa MAyT Ha MoAfdepXXaHWe W pasBUTME WUIPbl, a TakKXke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMK, BbIMYCKAOTCA HOBble MaTyu
(umdppoBble 3annaTkK ona Nporpamm), 3aKpbiBaKTCA YA3BUMOCTU CepBEPOB.

B nofo6HbIX Mrpax CTOMT OnmacaTbCsi He CTO/MbKO CBOWMX COMEPHMKOB, CKOMbKO KPaXu
TBOEro Maposisi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTopu3aLmm 60NbLIMHCTBA Urp.

OCHOBHble COBETbI M0 6€30NacHOCTN TBOEIO UIPOBON0 aKKayHTa:

1 Ecnu apyroi nrpok Beaet cebs nNaoxo unm co3gaet Tebe HENPUATHOCTK, 3a6NOKUPYIA
ero B CNUCKe UIPOKOB;

2. Moxanyica afMUHUCTPaToOpaM Urpbl Ha M/0X0e MOBefjeHMe 3TOro0  Urpoka,

XenartesbHO NPUIOXKUTbL KaKne-To AoKasaTe/IbCTBa B BUAE CKPUHOB,;

He ykasbiBali MM4YHY0 MHHOpMaL Mo B npodaiine urpsbl;

YBaxain apyrnx y4acTHUKOB MO WUrpe;

He ycTaHaBnmBali Heo(mumanbHble NaT4ym N MOAbI;

Mcrnonb3yii CNoXHbIE U pasHble Naposu;

[axe BO BpeMsi Urpbl He CTOMT OTK/OYaTb aHTUBMPYC. MoOKa Tbl Mrpaellb, TBOVA
KOMMbIOTEP MOTYT 3apasnTb.

~No oA W

OULINHT UK KpaXKa IMYHbIX faHHbIX

OO6bIMHOW Kpaxeil AeHer U AOKYMEHTOB CErofHs Y>Ke HWKOro He YAUBMLLIb, HO C
Pa3BUTUEM  MHTEPHET-TEXHOMOIMIA  3/M0YMbILUNEHHUKA  NEPEMECTUANCL B WHTEPHET, MW
MPOAO/IKAKOT 3aHNUMATHLCA «/THOOUMbIM» €/10M.

Tak nosiBunacb Hosas yrposa: WHTEPHET-MOLUEHHNYECTBa WA Cbl/ILIJI/IHF, rnaBHasa Lesb
KOTOpPOro COCTouUT B MONy4YeHUn KOHCbVI,CI.EHLI,VIaTIbeIX OaHHbIX nonb3oBaTesien — MOrMHOB ”

naponeil. Ha anrnuinickom asbike phishing untaetca kak guwmnHr (o1 fishing — pbibHas noens,
password — napons).

OCHOBHble coBeTbl M0 60pbbe C PULLIMHIOM:

1 Cnean 3a CBOMM akkayHTOM. Ecnv Tbl nofo3peBaellb, 4YTO TBOA aHKeTa Oblnia

B3/I0OMaHa, TO Heob6XoAMMO 3a6/0KMpOBaTb €e W CO0OWMWTL aAMUHUCTPATOpPaM
pecypca 06 3TOM KaK MOXHO CKOpee;



2. Wcnonb3yid 6esonacHble Beb-caiTbl, B TOM 4uCNe, WHTEPHET-MarasMHoB W
MOUCKOBBIX CUCTEM;

3. Vcnonb3yil CNoXHble ¥ pasHble Naponn. Takum obpa3om, ecnn Tebs B3OMaloT, TO
3N0YMbILUNEHHVUKW NOMyYaT JOCTYN TONbKO K O4HOMY TBOEMY MPOMUII0 B CETH, a He
KO BCeM,;

4, Ecnn Teba B3nOManM, TO HeOOXOAMMO MpefynpeamuTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fo6aBneHbl y Tebd B Apy3bsX, 0 TOM, YTO Tebs B3fIOMaN U, BOSMOXHO, OT
TBOEro MMeHu ByfeT pacchlnarbea cnam U CCbIIKN Ha PULLNHIOBbIE CaiThl;

5. YcTaHoBM HagexXHbI naponb (PIN) Ha MOOGWNbHLIN TeNnegoH;

OTKN0UM coXpaHeHWe napons B bpaysepe;

7. He oTkpbiBall (haitfibl U Apyrve BMOXEHWUA B MUCbMaxX Laxe €CAU OHW MPULLAN OT
TBOMX [py3eit. Jlyulle YTOUHW Y HUX, OTNPaBASAAN N1 OHW Tebe 3T (halibl.

o

Linthposas penyTawyus

Linthposas penytaumsa - 3T0 HeraTMBHas WUaM NO3UTUBHAA MH(oOpMaLus B ceTn 0 Tebe.
KomnpomeTvpytowas MHpopMaums pasmelleHHas B WHTEPHETE MOXET Cepbe3HbIM 06pa3om
0TPasuTbCA Ha TBOEI peanbHOW XWU3HWU. «LludpoBas penyTaumsa» - 370 TBOW MMUIK, KOTOPbIA
thopmMmmpyeTca u3 nHpopmalmm o Tebe B MHTEPHETE.

TBOE MEeCTO XWTeNbCTBa, Yuebbl, TBOE (IHAHCOBOE NMOMOXEHWUE, 0COBEHHOCTM XapaKTepa
11 paccKasbl 0 GIM3KMX - BCE 9TO HAKarn/jMBaeTCs B CETW.

MHorve nogpoCcTKN NErkKOMbICIEHHO OTHOCATCA K My6AuKauuy NNMYHON uHdopmaunu B
NHTepHeTe, He MOHMMAas BO3MOXHbIX MOCNeACTBMIA. Thbl AaXKe He CMOXELUb A0ragatbCcsi 0 TOM,
yTo hoTorpadms, pasmelleHHas 5 neT Hasaf, cTana NPUUYNHONM O0TKasa NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHve TBOWMX oTorpaduii v [pyrue AeWCTBMS MOTYT He
NCYE3HYTb fJaXe nocne TOoro, Kak Tbl UX yganuub. Tbl He 3Haellb, KTO COXpaHWn 3Ty
MH(opMaLMio, nonana M OHa B MOMCKOBblE CUCTEMbl M COXPaHUIACb N OHA, a FNMaBHOE: 4TO
nogymatoT 0 Tebe OKpyKatollee N0AN, KOTopble HaWayT M YyBUAAT 3T0. HailTu mHgpopmaymto
MHOrO fIeT CNYyCTA CMOXeT Noboi - Kak M3 Jo6pbiIX NO6YXAeHWWA, TaKk U C HaMepeHuem
NPUYUHUTL Bpes. ITO MOXET OblTb KTO YrofHo.

OCHOBHbI€ COBETbI MO 3aWuUTe LUPPOBOIA penyTaLuu:

1 [Moaywmaii, npexae 4Yem 4TO-TO NMyO6AMKOBaTb M nepefaBaTb Y cebs B 610re wuam B
coLnanbHol ceTu;

2. B HacTpoiikax npogunsa yctaHoBU OrpaHuyeHns Ha MPOCMOTP TBOEro Npoguns v ero
COZIEPXXUMOTrO, cAenali ero TOMbKO «/s ApY3ei»;

3. He pasmelyaii 1 He yKa3sbiBalii MH(OpPMaLMIO, KOTOpas MOXET KOro-nnbo ockopbnatb
nnm obuxarb.

ABTOpCKOe npaso

CoBpeMeHHble  LIKO/IbHUKN- aKTMBHblEe MO/b30BaTENIN  LM(POBOro MpPOCTPaHCTBaA.
OfHaKo JaneKko He BCE 3HAKOT, YTO MO/b30BaHWE MHOTMMU BO3MOXHOCTAMU LU(POBOro Mupa
TpebyeT cO6NOEHUSA NPaB Ha UHTENNEKTYaNbHYH COBCTBEHHOCTb.

TepMUH «MHTeNNeKTyanbHas COOGCTBEHHOCTb» OTHOCUTCA K Pa3/IMYHbIM TBOPEHWSAM
4eNoBEYECKOr0 yYMa, HaunHas C HOBbIX U300PETEHN 1 3HAKOB, 0603HAYaOLLNX COOCTBEHHOCTb

Ha NPOAYKTbl M YCAYrM , W 3aKaHuMBas KHUramu, ¢oTtorpadmsamu, KuHO(GUIbMaMK U
MYy3blKa/IbHbIMW MPOU3BEAEHNAMMN.



ABTOpPCKME MpaBa - 3TO MpaBa Ha MHTENNEKTyaNbHY COGCTBEHHOCTb Ha MPOV3BEAEHNS
HayKun, NUTepaTypbl 1 NCKYcCTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYeCTBE rapaHTWM TOro, YTO
VHTENNEKTYa/IbHbI/TBOPUECKNIA TPy aBTOpa He GyAeT HamnpacHbIM, JacT emy CrnpaBef/vBble
BO3MOXXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TPy/Aa, MOAyunTb U3BECTHOCTb U MPU3HAHNE.
HWKTO 6e3 paspeLLeHns aBTopa He MOXXET BOCMPOM3BOAUTL €r0 NPOM3BeeHNe, PacnpOCTPaHsTh,
ny6/MYHO [IEMOHCTPUPOBATb, MpPOAaBaTb, WMMOPTUPOBATb, MyCKaTb B MPOKAT, My6AMYHO
MCMOMHATb, NOKa3blBaTb/UCNONHATL B 3Mpe Unmn pasmellatb B IHTEpHETE.

cnonb3oBaHWe «NUPATCKOro» NPorpaMMHOr0 06ecriedeHns MOXET MPUBECTU K MHOTMM
pUCKam: OT MOTEPU [AaHHbIX K TBOMM aKKayHTaM [0 G/I0KMPOBKM TBOEro YCTPOWCTBa, rfe
YCTaHOB/NEHHbIi He nerasbHas nporpaMma. He CTOMT Takke 3abblBaTb, UTO CYLIECTBYET
neranbHble U 6ecnniaTHble MPOrPaMMbl, KOTOPbIE MOXHO HailTW B CETH.

O nopTane

CeTeBMYOK.pth - TBOW rNaBHbIi COBETYMK B CETW. 3[eCb Tbl MOXeWb Y3HaTb O
6€30MacHOCTN B CETW MOHATHbIM W AOCTYMHbLIM S3bIKOM, a NPU BO3HWKHOBEHWUW KPUTUYECKOIA

CMTyaummn ob6paTUTLCS 3a COBETOM. A TakKXe MPUHATb yyacThe B KOHKypcax M CTaTb CaMblM
UMDPOBBIM rpaXKfaHUHOM!



MpunoxeHne Ne3. MamATKa ana poautenein 06 MHHopMaLMOHHOW 6e30NacHOCTU aeTel

OnpepgeneHve TepMuHa «UHMOPMaLUMOHHas 6e30MacHOCTb [eTel» COAepXUTCA B
depfepanbHOM 3akoHe No 496-P3 «O 3awuTte getert 0T MHDOPMaLMK, NPUYNHAIOLLEN Bpes nX
3[0OPOBbI0 M Pa3BUTUIO», PETrYVPYIOWUM OTHOLUEHMS,, CBSi3aHHble C 3aWMTON [feTel OT
NHMOPMaLMK, NPUYUHSAIOLLER Bpes UX 340P0BbI0 U (UKn) pa3BuTuio. CornacHo gaHHOMY 3aKoHY
«MH(OpMaUMOHHas 6e30MacHOCTb [feTel» - 3TO COCTOSHME 3alMLWEeHHOCTW, MpU KOTOPOM
OTCYTCTBYET PWCK, CBSI3aHHbI C MPUYMHEHMEM WHMDOpMaumnein Bpeaa UX 340pPOBbI0 U (M)
(hM3MUeCKOMY, NCUXUYECKOMY, JYXOBHOMY, HPaBCTBEHHOMY Pa3BUTHIO.

B

cuny depepanbHoro 3akoHa Ne 436-P3 uHGpopmauueid, NPUUUHSAIOLWLEA Bpes

3[10POBbLIO U (M) Pa3BUTUIO [ETEN, ABNSETCS:

1
2.

w

8.
9.

MHOpMaLMA, 3anpeLLeHHas 419 pacnpocTpaHeHus cpeamn AeTel;

NHMopmauusa, pacnpocTpaHeHne KoTOopoOi1 OrpaHuyeHo cpeam
JeTel  onpefenieHHbIX BO3PACTHbIX KaTeropuii.

K nH(opmaumm, 3anpeLLeHHoR 419 pacnpocTpaHeHns cpeau AeTei, OTHOCUTCS:
NHpopmauusa, nobyxjarollas AeTel K COBEPLUEHMIO AeNCTBUIA, NPeAcTaBASOLLNX
Yrposy Mx XW3Hu n (UNn) 340POBbIO, B T.U. MPUYMHEHWNIO BPefa CBOEMY 3[0POBbLIO,
camoyouiicTay;

CNOCO6GHOCTb BbI3BATb Y [eTeil >KenaHve YMNoTpebuTb HApKOTUYeCKMe CpencTBa,
MCUXOTPOMHbIE 1 (UWK)  OAypMaHuBaloLMe BellecTBa, TabayHble Wu3genus,
afIKOTO/IbHYK0 M CMMPTOCOAepXallyto  NPOAYKUMIO, MWBO U HaruTKW,
M3roTaB/INBaeMble HA ero OCHOBE; MPUHATL yyacTue B a3apTHbIX Urpax, 3aHUMaTbCs
NpoCTUTYLMEN, BPOASHKHNYECTBOM WM NONPOLLARHNYECTBOM,;

o6oCHOBbIBalOWAdA WM onpaBAblBalollias  AONYCTUMOCTb  Hacunus  u - (Uam)
XeCcTOKOCTU 60 nobyxjatoLwas OCYLLeCTBNATb HACWUNbCTBEHHblE [EACTBMA MO
OTHOLLUEHMIO K NIOAAM U XXUBOTHbIM;

oTpuuaroLLas CeMeiHble LEHHOCTM W (hOPMUPYIOLLAA HeyBaXKeHWe K POAUTENsM U
(unn) ApYrum YieHam cembM,

orpasAblBaoLLas NPOTUBOMPABHOE NOBEAEHME;

cofepxallias HeLleH3ypHYO 6paHsb;

10. cogepxkalias nHpopmMaLmio NopHorpahmnyecKoro xapakrepa.

K nHhopmauum, pacnpocTpaHeHWe KOTOPOW OrpaHuueHo cpeau feTeii onpeaeneHHoro
BO3pacTa, OTHOCUTCA:

1

3.

4.

nHopMaLusa, npeacTaBnsemMas B BuUAe U306paXKeHWUS WU OMUCAHWUSA >KECTOKOCTHU,
(hn3nyeckoro ©n (MaM) NCUXMYECKOro HacWuNus, TMpPecTynneHus Wi  UHOro
aHTMOOLLECTBEHHOTO AECTBMS;

BbI3blBalOLLaA Yy [eTeil CTpax, yXac WM NaHukKy, B T.4. MpeicTaBnseMas B Buie
M306paXeHNS WAN OMUCAHUA B YHUXKaIOLWEN YenoBevyeckoe [AOCTOMHCTBO (hopMe
HEHacU/IbCTBEHHON CcMepTH, 3aboneBaHWs, CamMOybWUICTBa, HECYaCTHOro cry4as,
aBapuv Uy KatactTpodsl v (MAK) MX NOCNELCTBUN;

npescTaBnseMas B BUAe M306PaXXeHUS UAN OMUCAHUS NONOBbIX OTHOLIEHUA MeXay
MY>KUMHOWM W XKEHLLMHOW’;

cofepallas 6paHHble CI0BA U BbIPOKEHMS, HE OTHOCALLMECA K HELLEH3YPHOI GpaHwm.

C yuetom 3toro Bam npepnaratotcs npasuia paboTbl B CeTU VHTEpPHET A4/11 pasfnyHbIX

BO3PACTHbIX KaTeropuin, cobntofeHne KOTOpbIX M03BOAUT 06ecrnednTb WHHOPMaLVOHHYHO
6e30MacHOCTb BalUUX [EeTeil.

OO6Lume npaBLWwa Ans poanTenei



1 He3saBucumo OT BO3pacTa pebeHKa WCNOMb3yiiTe nNporpaMMHoe obecneyveHue,
nomoratollee ¢GuUIbTPOBaTb M KOHTPO/NMPOBaTb WHMOPMALMIO, HO He Mnonaramtecb
MOMIHOCTbIO Ha Hero. Balle BHUMaHWe K pebeHKyY - rNaBHbIA METOZ 3almThI.

2. Ecnn Baw pebeHOK MMeeT aKKayHT Ha OAHOM M3 couuanbHbix cepucos (LiveJoumal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMaTENbHO W3Y4nUTe, KaKyl WHGOpmMaLmto
MOMELLAIOT ero y4aCTHUKM B CBOMX Npogunax v 6aorax, Bkoyvas gotorpagmm n Buaeo.

3. TpoBepbTe, C KAKUMMK APYTMMU caliTaMun CBSI3aH COLManbHbIA cepBuc Ballero pebeHka.
CtpaHunykn Bawero pebeHka MOryT 6bITb 6€30MacHbIMU, HO MOTYT M COAEPXaTb CCbINKM
Ha HeXKenaTeNbHble M OMNacHble CalTbl (Hanpumep, MOPHOCANT, WKW CalAT, HA KOTOPOM
JOpyr yrnoMuHaeT HOMep COTOBOro TesnedoHa Bawero pebeHka wuav Baw gomaliHuii
ajipec)

4. MoowwpsinTe Bawmnx aeTteint coobuwlaTe 060 BCEM CTPAHHOM WAW OTTaNKMBAKOLWMM U He
C/IMLLKOM OCTPO pearvpyiTe, KOrga OHu ato fenatoT (M3-3a onaceHus noTepaTb 4OCTYN K
WHTepHeTy [eTn He roBOpAT poauTensM o0 npobnemax, a Takke MOryT HayaTb
MCrnonb30BaTh IHTEPHET BHe 0Ma U LUKO/bI).

5. byabTe B Kypce CeTeBO >XM3HW Balwero pebeHka. HTepecyinTecb, KTO MUX [py3bs B
WHTepHET TaK e, KaK MHTepecyeTecb peanbHbIMU APY3bSAMU.

BospacT oT 780 8neT

B NHTepHeTe pebeHOK cTapaeTcs MOCeTUTb Te WM MHbIe CaiTbl, @ BO3MOXHO W uaTbl,
paspelleHne Ha MocelleHne KOTOpbIX OH He Mony4yun 6bl OT poauTesneidl. Mo3aToMy poauTensm
0COGEHHO MoNe3Hbl OyAyT Te OTYeTbl, KOTOpble MNPeocTaBMsAOTCA Nporpammamu Mo
OrpaHUYEHU0 UCMOMb30BaHNUsS WHTepHeTa, T. e. PoAUTENbCKUIA KOHTPOAb WAW TO, UTO Bbl
CMOXXEeTe YBWAETb BO BpeMeHHbIX (haiinax. B pe3ynbraTe, y pebeHKa He Gy/eT OLLYLEHMS, YTO
3a HUM BeAeTCsA MOCTOSHHbIA KOHTPO/b, OfHAKO, poAUTENM OYAYyT NO-NpPeXKHeMY 3HaTb, Kakue
cainTbl nocellaeT Mx pebeHoK. [eTu B JaHHOM Bo3pacTe 06/1a4at0T CU/IbHbIM YyBCTBOM CEMbM,
OHV [0BEPYMBBI U He COMHeBatoTCs B aBTOpuUTeTax. OHWM NOGAT UrpaTb B CETEBble UTPbl W

nyTellecTBOBaTb N0 VIHTEPHETY, NCMONb3yst 3/IEKTPOHHYHO MOYTY, 3aX04MTb Ha CaiiTbl U YaTbl,
He PeKOMeH/0BaHHble POANUTENSMU.

CoBeTbl N0 6€30NacHOCTU B CeTU VIHTepHET Ans aeTei 7-8 net

1. CosgainTe CNMCOK JOMALLUHWUX MpaBWi MOCeLeHns VIHTepHeTa nNpu yyacTum aeteid u
TpebyiiTe ero BbINOIHEHMS.

2. Tpebyinte oT Bawero pebeHka COGMHOAEHUS BPEMEHHbLIX HOPM HaxOXAeHWs 3a
KOMMbOTEPOM. IMoKaxnte pebeHKy, 4To Bbl HabntogaeTe 3a HAM He MOTOMY 4TO Bam
3TO X04eTcs, a NOToMy 4To Bbl 6ecrokonTech 0 ero 6e30MacHOCTU W BCerga rotosbl
emMy NoMoYb.

3. KomnbloTep € NoAKtoYeHnemM K NHTepHETY [JO/MKEH HaXOAUTbCA B 0OLIE KOMHaTe
nog NPUCMOTPOM POAUTENENA.

4. Vicnonb3yiTe cneyunanbHble 4eTCKME MOUCKOBbLIE MaLUNHBI.

5. WNcnonb3yiTe cpefcTBa 6/10KMPOBAHNA HeXenaTeslbHOro KOHTeHTa Kak LOMo/IHEHNe K
cTaHAapTHOMY PoAMTeNbCKOMY KOHTPOHO.

6. Co3gainTe CeMeliHbliA 3MEKTPOHHbIA AWK, 4YTOObI He MO03BOAUTb [AETAM WMEeTb
CO6CTBeHHbIe ajpeca.

7. BnokupyiTe [oCTyn K caiTam ¢ 6ecniaTtHbIMW MOYTOBLIMW AWMKaMU C MOMOLLbHO
COOTBETCTBYHOLLEr0 MPOrpaMMHOro obecneyveHus.

8. MMpuyunte pOeTeil coBeToBaTbc C Bamu nepen ony6nnMKoBaHWEM  KaKoW-nn6o
NH(OopMaLMU CpeacTBamMy 31eKTPOHHOW MOYTbI, 4aTOB, PErMCTPaLMOHHLIX (OpPM K
npocunein.

9. HayunTe pfeTeil He 3arpyxatb (haiifbl, Nporpammbl UAM My3blKy 6€3 Ballero
cornacus.



10.
11.

12.

13.

14.

He paspeluaiTe AeTAM UCNONb30BaTh CY>KObl MTHOBEHHOIO 06MeHa COOBLLLEHNAMMN.
B «6enblit» CNMCOK CaliTOB, paspelleHHbIX ANns NOCELEeHNs, BHOCUTE TONbKO CalThbl C
XOpOLLEN penyTaumnei.

He 3a6biBaiiTe 6ecenoBaTb € AeTbMU 06 UX ApY3bAX B VIHTepHeTe, Kak ecnn Obl peyb
Lua 0 APY3bAX B PeanbHOM XXU3HW.

He genaiite «Taby» 13 BOMPOCOB MOMOBOM XWN3HWU, TaK Kak B VIHTepHeTe AeTu MoryT
NErko HaTKHYTbCS Ha MOPHOrpaguio UK calTbl «A/19 B3POC/bIX».

Mpuyunte Bawero pebeHka coobuwaTb BaM O KHOObIX Yrpo3ax WM Tpesorax,
CBfi3aHHbIX C VIHTepHeTOM. OCTaBaiTeCb CMOKOMHBIMU N HAMOMHUTE LETAM, YTO OHM
B 6e30macHOCTW, eCM CaMu pacckasainm BaM O CBOMX TpeBorax. [oxBanute mx u
MOCOBETYNTE NOAONTL eLle pa3 B MOAOGHbIX Cly4asx.

BospacT geTeii 0T 9 10 12 neT

B gaHHOM BO3pacTe [eTW, Kak NpaBu/o, Y)X€ Hac/blllaHbl O TOM, Kakas MH(opMauus
cyuiecTByeT B MHTepHeTe. COBEpLUIEHHO HOPMasibHO, YTO OHW XOTAT 3TO YBW/ETb, MPOYECTb,
ycnblwaTb. Mpy 3TOM HY)XXHO MOMHWTb, YTO [AOCTYN K HEXenaTelbHbIM MaTepuanam MOXHO
nerko 3a6710KMpPOBaTh NPU MOMOLLM CPEACTB POANTENLCKOTO KOHTPONS.

CoBeTbl N0 6e30MacHOCTU Ans AeTeid oT 9 o 12 net

1

2.
3.

10.

11.

12.

13.

14.

15.

CospaiiTe CNUCOK JOMaLWIHWX NpaBua nocewieHnst VIHTepHeT npu yyactum feTeit u
TpeOyiiTe ero BbIMO/THEHUSI.

TpebyiiTe oT Balero pebeHka cOOMOAEHNS HOPM HaX0XAEHNSA 38 KOMIMbIOTEPOM.
Habntopalite 3a pebeHKOM npu paboTe 3a KOMMbIOTEPOM, MOKaXMTE eMy, 4To Bbl
6ecnokouTechb 0 ero 6e30MacHOCTU 1 BCErAa roToBbl OKa3aTb eMy NOMOLLb.
KomnbloTep ¢ noakntyeHnem B VIHTEPHET AO/MKEH HaxOoAMTbCA B OOLE KOMHaTe
nog NPMCMOTPOM poauTenei.

Ncnonb3yiiTe cpeacTBa 6/I0KMPOBAHUSA HEXENATENbHOIO KOHTEHTA Kak [OMNO/HEHME K
cTaHAapTHOMY PoAMTeNbCKOMY KOHTPONHO.

He 3a6bIBaiiTe NpMHMMATbL HEMOCPEACTBEHHOE YYacTue B XKM3HW pebeHKa 6eceaoBaTtb
C AeTbMM 06 nx Apy3bax B VIHTepHeTe.

HacTtauBaiTe, 4TOObI JETU HUKOrAa HE COrNalaiCb Ha NIMYHbIE BCTPEYUU C APY3bAMM
no VIHTepHeTy.

Mo3BonAnTe AeTAM 3aX0AWTb TOMbKO Ha caliTbl U3 «6enoro» Crnucka, KOTOopbli
C03JaiTe BMECTE C HAMM.

MpuyunTe [eTeil HMKOTAQ He BblgaBaTb JIMUYHYH MH(OPMaUMo CpeacTBamu
3NMEKTPOHHOA  MOYTbl, 4aTOB, CUCTEM MFHOBEHHOro 0OMeHa COO06LeHUAMN,
PErncTpayMoHHbIX (HOPM, NIMYHBIX NPO(UAEl U NpU PerncTpauum Ha KOHKYpCbl B
VHTepHeTe.

MpuyunTe feTeli He 3arpyxaTb MporpaMmbl 6e3 Bawero paspewleHus. O6bsAcHUTE
MM, 4YTO OHWM MOTYT C/Ny4YyailHO 3arpy3uTb BUPYCbl WM APYrOe HexenaTenbHoe
nporpaMMHoe obecreyeHue.

Co3paiite Bawemy pebGeHKy OrpaHW4eHHyH Y4eTHYK 3anucb Ans paboTbl Ha
KOMMbIOTEpE.
Mpuyunte Bawero pebeHka cooblwatb BaM 0 /MO6GbLIX yrposax WM Tpesorax,

CBA3aHHbIX C MHTepHeTOM. HanoMHuTe AeTam, 4To OHK B 6e30nacHOCTM, ecnn camu
pacckasann BaM 0 CBOMUX TpeBOrax v onaceHuax.

Pacckaxute getam o nopHorpagum B MHTepHeTe.
HacTtauBainTe Ha TOM, 4TOGbI AeTV NPeAOCTaBNAAN BaM JOCTYM K CBOEW 3/1eKTPOHHOM
noyTe, Y4TOObI Bbl Y6E4NUNCH, YTO OHU He 06LAat0TCA C HE3HAKOMLLAMU.

O6bACHWTE  [eTAM, UTO HeMb3s  MCMONb30BaTh  CETb A1 XY/IMIaHCTBA,
pacnpocTpaHeHWs CNIeTeH WK Yrpos.



B aTtom Bo3pacTe MOAPOCTKM aKTUBHO WCMOMb3YHOT MOMCKOBbIE MALUMHBI, NOJb3YHTCA
3NEKTPOHHOW NOYTOW, Cny>X6amym MrFHOBEHHOTO0 OOMeHa COOOLLEHUAMM, CKauMBatOT MY3bIKY W
(unbMbl. Manbunkam B 3TOM BO3pacTe 60siblie MO HpaBy CMeTaTb BCe OrpaHW4YeHUs, OHU
YKaXAYT rpyboro omMopa, a3apTHbIX Urp, KapTUHOK «[ns B3POC/bIX». [eBOUYKM NpeanovmTaroT

oblwatbCd B yaTax, NpU 3TOM OHW ropa3fo 6onee UyBCTBUTENbHbI K CEeKCYallbHbIM
AomoraTenbCTBam B MIHTepHeTe.

3ayacTyto B JaHHOM BO3pacTe POAUTENSIM Y)XKe BeCbMa CM0XHO KOHTPOAMPOBaTb CBOMX
[leTeld, TaK Kak 00 VIHTepHEeTe OHM Y)Ke 3HAKT 3HAUYMTeNbHO 00MblLe CBOMX poauTenein. Tem He

MeHee, He OTnyckKaiTe feTeli B «CBO60AHOe MnaBaHue» no WHTepHeTy. CtapaiTeCcb aKTWBHO
y4acTBOBaTb B 06LLeHMN pebeHKa B IHTepHeTe.

BaxHO mo-mpexHemy CcTporo cob6nogate npasuna  VIHTepHeT-6e3omacHoOCTU -
cornalleHvie Mexgy poautensMum u faetbMu. Kpome TOro, Heo6XOAMMO Kak MOXHO ualle
npocmaTtpmBaTb OTYETbI O AeATeNbHOCTU fAeTein B VHTepHeTe. CneayeT 06paTuTb BHUMaHME Ha
HeoOX0ANMOCTb COLEPXKaHUsi POAMTENbCKUX Maposniein (naponein afMUHUCTPATOPOB) B CTPOrom
CeKkpeTe 1 06paTUTb BHUMaHWE Ha CTPOroCTb 3TUX Maponei.

CoBeTbl N0 6e30MacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1 CospgaiiTe CMMCOK AOMALIHWX MpaBu/  MOCeLWeHNs VIHTepHeTa Mpu  y4vacTuu
NnoJpoCTKOB N TpebyiiTe 6e3ycNOBHOIO €ro BbIMONHeHMs. O6roBopuTe ¢ pebeHKOM
CMWCOK 3arnpeLleHHbIX CalToOB («YepHbI CMMUCOK»), Yacbl paboTbl B VHTepHeTe,
PYKOBOACTBO N0 06LLeHN0 B IHTepHETe (B TOM YMC/e B YaTax).

2. KomnbioTep € MNOAKMOYEHMEM K CeTM VIHTepHeT AO0/MKeH HaxoAuTbCs B OOLUEN
KOMHare.

3. He 3abbiBaliTe 6ecefoBaTb C AeTbMU 06 MX APY3bSX B IHTEPHETE, O TOM, YEM OHM
3aHATbI TakMm 06pa3om, OyATO peuyb WUAET O [APY3bAX B PeaslbHOM  KU3HW.
CnpawmBaiite 0 /OAAX, C KOTOPbIMM AeTu 06LWalTcs MNOCPeACcTBOM  CNyXO
MIHOBEHHOI0 06MeHa COOOLLEHUSIMM, YTOObI YOEANTHLCS, YTO 3TK NHOAN UM 3HAKOMbI.

4. Wcnonb3yiTe cpeAcTBa 6/10KMPOBAHNSA HEXeNaTe/lbHOro KOHTEHTA Kak JOMNO/HEHME K
cTaHAapTHOMY POAMTENbCKOMY KOHTPOSIHO.

5. Heobxogumo 3HaTb, KakMMy 4Yatamu Monb3ytorca Baww getn. Moowpaiite
NCNOMb30BaHNe MOLEPUPYEMbIX YATOB WM HacTauBaiTe, 4TOObl AeTW He 06Wanuch B
NPUBATHOM pPeEXMME.

6. HacrtauBaiite Ha TOM, YTOObl €T HUKOTAa HE BCTPEYA/IUCb /IMYHO C APY3bAMU U3
ceTn VIHTepHer.

7. Tpuyuute [eTeld He BblgaBaTb CBOK JIMYHYHO WH(OPMALMIO  CpeLCcTBaMK
3/IEKTPOHHON  NOYTbl, 4aTOB, CUCTEM MIHOBEHHOro 0OMeHa COO0OLLeHUAMY,
PErncTPaLMoHHbIX (HOPM, NINYHBLIX NPOMUIEA U NPU PerncTpaunn Ha KOHKYpCbl B
WHTepHeTe.

8. TpuyunTe pgeTell He 3arpyaTb nporpaMmbl 6e3 Bawero paspewieHunsi. O6bsAcHUTE

MM, YTO OHW MOFYT CAy4YyailiHO 3arpy3vTb BUPYCbl WAW [PYFOe HexenaTenbHoe
nporpaMMHoe obecneyeHue.

9. Mpuyunte Bawero pebeHka coobwatb BaM O /O6bLIX yrposax WM TpeBorax,
CBA3aHHbIX C IHTepHeTOM. HanomHuTe feTaM, YTO OHM B 6€30MacHOCTU, ecin camu

pacckasasm BaM, O CBOMX Yrpo3ax wau TpeBorax. [loxBanute uX W MOCOBETYWTe
NoJONTHK ellle pa3 B NOJOOHbIX Cy4asX.

10. PacckaxuTe getam o nopHorpadmm B VHTepHeTe. Momorute um 3aWUTUTLCA OT
cnama. HayumTe nNOAPOCTKOB He BblAasatb B VIHTepHeTe CBOEro peasbHOro



3/IEKTPOHHOrO ajpeca, He OTBeYaTb Ha HeXXenaTeflbHble MWCbMa W WUCMOMb30BaTb
creuuanbHble MOYTOBbIE PULTPBI.

11. MpuyunTe cebs 3HAKOMUTBLCA C CainlTaMu, KOTOpble MOCeLwwaT NOAPOCTKM.

12. HayuuTe feTeil yBaxKaTb ApPYrUX B MHTEPHeTe. Y OeAnTeCh, YTO OHM 3HAKOT O TOM, YTO
npasu/ia XopoLLero noBeAeHUs feiCTBYIOT Be3fe — [aXe B BUPTYasbHOM MUpe.

13. O6bACHWTE [eTAM, 4YTO HM B KOEM C/lyyae Henb3d ucnosb3oBaTb CeTb A1
XYNIMraHCTBa, PacnpoCTPaHeHNs CNIETEH UKW YIPo3 APYTUM NIOAAM.

14. ObcyauTe ¢ NoAPOCTKAMU MPOBIEMbl CETEBbIX a3aPTHbBIX UIP U UX BO3MOXXHbIV PUCK.
HanomHuTe, 4TO 4ETN HE MOTYT UrpaTb B 3TW UrPbl COTNACHO 3aKOHY.

IMOCTOSAHHO KOHTPONUPYWTE WUCMONb30BaHME WMHTepHeTa Bawiwnm pebeHkom! 3T0 He

HapyLUeHWe €ero IMYHOro MNPOCTPaHCTBA, a Mepa MPeAoCTOPOXHOCTU M NposiBfeHve Batuei
POAMTENbCKO OTBETCTBEHHOCTU U 3a60ThI.





